Maidwell Hall

School Network and Internet Use Policy
The School Network
Maidwell Hall operates a school-wide server-based network of computers and laptops providing individual password protected user accounts for all staff and pupils.  All users have access to their own personal folders in which to save school-related files and documents.  Shared folders exist for staff to store folders and files for access either by colleagues (Staff folder) or pupils (Common folder).

The network infrastructure, hardware, software and storage belong to the school and users (staff and pupils) must ensure that they comply with the school rules or access and use may be restricted or withdrawn.  The school reserves the right to monitor and access any files or folders stored on the school server.

School Network Rules

 User Accounts

· Passwords should be kept secret
· Passwords should be changed regularly

· Passwords should not be easy to guess

· Computer settings should not be changed (background, mouse, etc.)
· Users must not go onto anyone else’s user account, even with their permission

Network Folders 
· Work should be saved in the network folder provided.  This folder should be organised by:
· Using sensible file and folder names

· Saving files into subject folders

· Deleting old files and folders regularly

· Work lost due to poor file management will need to be re-done

· Folders should not be used to store personal photos, games, music or video clips

· Work should only be copied to the ‘Staff Pigeon Holes’ in the ‘Common’ folder when instructed to do so by a member of staff

Printing

· No document should be printed without permission from a member of staff.

· Documents should only be sent ONCE to the printer.
· Failure to print should be reported to a member of staff.

School Internet Access
Maidwell Hall provides internet access throughout the school for the appropriate use of email and the World Wide Web (WWW).  Use of the internet is monitored by a Bloxx web filtering system and emails are scanned by Mail Controller (a third party email monitoring organisation).  Whilst these services endeavour to protect the network and its users from inappropriate material and harmful programs, no such system is foolproof and it is the responsibility of users to use their internet provision in a suitable fashion.  Users should be aware that all internet use is monitored and inappropriate use may result in loss of access and / or further sanctions.

School Internet Rules

Use of the World Wide Web (WWW)

· Chatrooms must not be used at any time

· Social Networking Sites (E.g. Facebook) must not be used at any time

· Photographs or personal information about anybody must not be posted on any website

· No music, videos or any other file or program should be downloaded from the WWW without prior permission from the ICT department

· Pupils should not buy or sell any item on the WWW

· Web-based games should only be played at the weekend

· Accidental viewing of inappropriate sites should be reported to a member of staff immediately

· Deliberate viewing of inappropriate sites will result in parents being contacted and possible suspension or expulsion

· Use of proxy servers to bypass internet security will result in parents being contacted and possible suspension or expulsion

· The following categories of website are inappropriate and should not be accessed:

	· Adult Material

· Betting or Gambling

· Hacking

· Illegal or Questionable

· Tasteless or Scary
	· Anonymous Proxy

· Drugs

· Racism and Hate

· Violence

· Weapons


Use of E-Mail
· Email can only be accessed at the following times:

· Start of second break (10:45am – 11:00am only)

· During evening activities if the ICT Room is open

· During Muckabout from 4:30pm (NOT before)

· Sunday

· Pupils should send a message home every week 

· The ‘Deleted Items’, ‘Inbox’ and ‘Sent Items’ folders should be cleared regularly

· Pupils must not send rude or malicious messages (this is bullying) 

· Pupils must not send emails to all pupils or large groups

· Pupils should not open attachments unless they know the person who sent them

· Email should not be accessed during lessons without permission
· No pupil should access or use another pupil’s email account even if they have given permission (it does not belong to them)

· The content of a pupil’s email account is his / her responsibility –inappropriate content should be reported to a member of staff immediately

· Pupils should not sign up or join any online sites or communities using a school email account

· Pupils must not give their email address to anybody that they have not met and do not know personally

· Any unwanted email messages should be reported to a member of staff immediately
· No pupil may use any email account of their own apart from their school email account
Sanctions for the improper use of the internet

Any pupil caught breaking school internet rules will have the following punishments:
· Sent to see the Headmaster

· Banned from the computer room during free-time for a period of time

· Banned from the use of email for a period of time

· Parents to be informed

Any pupil caught deliberately accessing a pornographic website or knowingly receiving, viewing and filing pornographic images and messages will have the following punishments:-
· Sent to the Headmaster

· Likely suspension or expulsion from the school
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